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Hé théng Vietnam Airlines c6 thé€ bi xam nhap tu 2014

16:18 02/08/2016
Tac gid: Pham Thuy Dung

Cudc tan céng vao hé théng cia hang Hang khéng Quéc gia la dang tan céng cé chu

Man hinh hién thij

théng tin sdn bay d Néi Bai chiéu 29/7 da bi tat sau khi bj tin tac tdn céng, chén théng tin xau

Theo Hiép hoi An toan théng tin Viét Nam (VNISA), c6 dau hiéu cho thay cé thé hé théng da bi tin
tac xam nhap tu gira nam 2014. Tuy nhién, ma doc s dung trong dot vira réi hoan toan mdi, dugc
thiét ké riéng cho cudc tédn cong ngay 29/7 va da vugt qua dugc cac cdng cu gidm sat an ninh

théng thudng, chang han cdc phdn mém chéng virus.

Theo VNISA, nhitng dau vét dé€ lai hién truong chua da co s6 dé két luan chinh xac déi tuong tan
cdng la ai. Song c6 thé khang dinh chdng am hiéu hé thdng céng nghé théng tin clia cdc cum cang
hang khéng, ca & mic cau trdc thong tin 1an ca ché van hanh thiét bi. Dang chi y, ching cé y dinh

khong ché, vo hiéu hda hoan toan dir liéu hé thong.


http://nguoilambao.vn/he-thong-vietnam-airlines-co-the-bi-xam-nhap-tu-2014-n2854.html

Budc dau, dbi ngl an ninh mang tir nhiéu don vi da xac dinh dugc ma déc pha hoai hé théng va

thay rang clra hau da bi khai thac kha lau trudc thoi di€ém phat déng tan cong.

Trudc do, chuyén gia bao méat doc 1ap Nguyén Héng Phic da nhan dinh, khi tan cong vao website
cua Vietnam Airlines, hacker da chia sé ba lién két dan dén tap tin ch&a dir liéu khach hang. Tai
khodn & day dugc tao ngay 25/7/2016, bén ngay trudc khi xady ra cudc tan céng. Do dé, theo
chuyén gia nay, théng tin ctia hon 400.000 thanh vién Golden Lotus c6 thé da bi tin tac khai thac 4

ngay trudc khi thuc hién hack vao trang web cia hang Hang khong Viét Nam.

Vé phia Vietnam Airlines, khi dédnh gid vé dot tan céng cua tin tdc ngay 29/7, 6ng Nguyén Hai Tung,
Trudng ban Céng nghé thong tin cta hang da cho hay, cac déi tdc cong nghé théng tin cla
Vietnam Airlines da phat hién dau hiéu nghi ngao tin tac xam nhap tir téi 28/7 va dua ra canh bdo

dot virus nay cé kha nang bung né trén dién réng. Hang Hang khong Qudc gia ngay sau dé da cé
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Khéch xép hang

trudc quay lam thd tuc 1én may bay khi hé théng théng tin bj tdn céng.

Khodng 16h ngay 29/7, tai san bay N6i Bai, Tan Son Nhat, nhiéu hanh khach dang lam tha tuc hét
hodng khi thdy cdc man hinh théng tin chuyén bay bat ngd thay déi. Trén man hinh hién thi cac
thong tin kich dong, xdc pham Viét Nam va Philippines, xuyén tac cac ndi dung vé Bién Dong. Hé
théng phat thanh cla san bay cling phat di nhitng thong diép tuong tu. Sau khoang 4 phut, nha

chuirc trédch san bay da tat toan bd hé théng &m thanh, man hinh.
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Cung thoi diém, trén website cia hang hang khéng Viét Nam cling bi thay d&i ndi dung, dong thoi
dang tai thong tin cda hon 400.000 thanh vién Golden Lotus. Nguoi dung khi truy cap vao dia chi
https://www.vietnamairlines.com, nhan dugc thong bdo website da bi hack, ndi dung trang chu

dugc thay déi hoan toan véi cac ngdn nglr kich dong.

HOm nay, sau 3 ngay xay ra su viéc, Vietnam Airlines thong bdo hé théng cong nghé théng tin
chinh cta ho da hoan tat qua trinh kiém tra va tra lai hoat déng. Hang da phdi hop véi cac chuyén
gia cda Cuc An ninh mang (B6 Cong an), Cuc an toan thong tin, Trung tdm ng clru khan cap may
tinh Viét Nam VNCERT, Viettel, FPT va cac doi tac khac dé gianh quyén kiém soat, khoi phuc va
khai dong lai cac chuong trinh bi tdn cong cling nhu ra soat chuong trinh khac dé€ dam bdo an toan.
H&ng bay da phéi hop véi Téng cong ty Cang hang khong Viét Nam khéi phuc cdc may tinh tai quay

lam thu tuc & NOi Bai, Tan Son Nhat.

Doi v6i khach hang chuong trinh Bong Sen Vang, Vietnam Airlines théng bdo sé tam ngling céac

chlrc nang truc tuyén, tuy nhién van dam bdo day du quyén lgi ctia hoi vién./.
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